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Cybersecurity evolved.

FREE CLOUD SECURITY AND
COMPLIANCE ASSESSMENT

How confident are you in your organization's cloud security posture?

Technical professionals across a broad cross section of organizations have spoken about their
top cloud challenges. The results show that the rise in cloud adoption is leading to an increase in
challenges around managing governance, security, and compliance.
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Public cloud security - evolved

Modern organizations constantly evolve in the public cloud to leverage services beyond just the basic
compute, storage, and network services. These organizations take advantage of top growing services
in serverless, containers, and Kubernetes, while the techniques used by cybercriminals grow to exploit
vulnerabilities in architecture and configurations.

Your IT security needs to evolve to match these new tactics and threats, and Sophos is pleased to
offer you a free assessment using our Cloud Optix platform to help you uncover potential security
weaknesses.
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Network visualization

Complete network topology
visualization diagrams for all
environments, with a detailed

inventory of your organization’s
public cloud assets.

Audit-ready reports

Your choice of audit-ready
compliance and security best
practice reports for standards

including GDPR, CIS, HIPAA,

ISO 27001, and PCI DSS.

Recommendations

Identification and remediation
recommendations for security
vulnerabilities and compliance
alerts that will place your
organization at risk.



How the assessment works

Our experts will guide you through the setup of our agentless Cloud Optix technology. Using read-only
access, this proactive assessment will then uncover how your Kubernetes clusters, Amazon Web
Services, Microsoft Azure, Google Cloud Platform, and Infrastructure-as-Code environments stack up
to the latest security and compliance best practices, providing your team a detailed summary with
recommendations.

Stage One: Understand your public cloud environments

» Identify public cloud platforms in use (Kubernetes clusters, Amazon Web Services,
Microsoft Azure, Google Cloud Platform, and Infastructure-as-Code environments)

Scope of work » Assisted set up of Cloud Optix across agreed public cloud environments
» Demonstration of the Cloud Optix console
» Security best practices and compliance policy configuration

Stage Two: Security and compliance review

» Visibility of cloud assets and security posture (includes hosts, containers, networks,
user accounts, storage services, and serverless functions)

» Details of current security best practice and compliance status (GDPR, ISO 27001, CIS
benchmarks, and PCI DSS etc.)

» Review threats requiring immediate attention
» Highlight remediation tasks

Scope of work

Stage Three: Assessment findings presentation

» Amember of the Sophos team will present a detailed summary of our findings,

Scope of work . . . . o
P including a review of alerts and our recommendations for remediation

Why we offer a free assessment

Sophos offers this service at no charge to demonstrate our ability to uncover unknown vulnerabilities
in your public cloud infrastructure. We're sure that once we prove that value, you will consider our
industry-leading solution to address those threats and ensure your cloud-based technology is just as
secure as if it were still protected in your own corporate network.

Start your free assessment

Visit sophos.com/cloud-security-assessment
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